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Black Kite Monitor provides continuous, real-time visibility into

the cyber health of your third-party ecosystem, helping you build
resilience across your supply chain. By providing accurate, always
up-to-date risk intelligence on vendors, Monitor empowers teams to

make informed risk decisions. It's the foundation of the Black Kite

A MOdUIar Platform platform, giving you the insight needed to manage third-party risk
Built for the Way You with confidence.
Manage Risk Key Features

In today’s threat landscape, understanding
your cyber risk exposure—across vendors,
systems, and the extended supply chain—
is critical. At Black Kite, our mission is to
equip business and security leaders with
a complete and accurate view of their
cyber ecosystem risk—not just surface
scores or static snapshots.

Organizations choose Black Kite to go
beyond the basics. Our modular platform
delivers flexibility without compromise;
start with Monitor to establish continuous,
real-time visibility, then add Assess,
Extend, or both to fit the needs of your
evolving third-party risk program.

Whether you're streamlining cyber
assessments, uncovering risk deeper
in your supply chain, or doing both—
Black Kite gives you the flexibility to
scale with confidence.

Monitor First- & Third-Party Risk

Gain continuous risk intelligence, including Black Kite's
proprietary Ransomware Susceptibility Index® (RSI) and
Data Breach Index (DBI)

Quantify Financial Impact with Open FAIR™

Translate the impact of risk into financial terms using
Open FAIR-based modeling, enabling prioritization and
executive reporting

Detect Cyber Exposure with FocusTags™
Identify high-risk signals across your supplier
ecosystem at a glance

Centralize Vendor Data & Documentation
Organize vendor profiles, risk insights, and
documentation into one unified workspace for
streamlined third-party risk management

Collaborate with Suppliers via The Bridge™
Share findings, request remediations, and track
progress with vendors in a centralized, audit-
ready environment



ASSESS

Black Kite Assess enhances every vendor you already monitor with the ability to run faster, smarter cyber assessments.
Building upon the intelligence in Monitor—including technical findings, posture ratings, and real-time risk signals—Assess
adds Al-powered capabilities that significantly reduce the time and effort required to evaluate vendors. With Assess,
teams can improve accuracy, increase efficiency, and scale their assessment programs through automation.

Key Features

* Automate Documentation Analysis
Leverage Al to parse documentation and map evidence to selected assessment frameworks—reducing
manual effort and accelerating results

* Generate Audit-Ready Reports
Produce structured, defensible reports that summarize findings, highlight compliance gaps, and support
remediation efforts

* Customize Assessment Frameworks
Build or tailor assessment criteria to align with global standards, regulatory requirements,
or internal policies

* Identify Compliance Gaps Instantly
Detect missing or insufficient evidence through real-time gap analysis tied to specific controls
and risk categories

* Track Remediation in The Bridge - Share findings, assign remediation actions, and monitor vendor
responses in a centralized, collaborative workspace
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EXTEND

Black Kite Extend gives organizations deeper visibility into the interconnected risks beyond their direct third parties. Built
for teams managing complex supply chains or software vendor ecosystems, Extend surfaces risk insights across fourth-
and fifth-party relationships, helping you uncover hidden exposures and improve your risk posture across your extended
ecosystem. Whether it's identifying critical dependencies, geopolitical risk, or sanctioned entities, Extend equips you with
the context needed to make smarter decisions at scale.

Key Features

*  Monitor Nth-Party Relationships
Map and monitor indirect vendors, software suppliers, and downstream dependencies to understand
risk beyond your direct third parties

» Detect Cascading Supply Chain Risks
Identify vulnerabilities in fourth- and fifth-party vendors that could propagate through your supply chain,
enabling proactive mitigation of potential disruptions

+ Apply Sanction & Geo Risk Tags
Flag vendors operating in sanctioned countries or high-risk geographies to strengthen compliance and
geopolitical risk awareness

* Enrich Risk Context with Network Intelligence
Gain deeper insights into how vendors are connected and where concentration or systemic
risks may reside

* Enhance Prioritization with Expanded Visibility
Use extended ecosystem intelligence to better prioritize monitoring, assessments, and remediation
efforts across your supply chain

* Map Adversaries to Your Vendor Ecosystem
See which of your vendors are vulnerable to specific threat actor groups and take control before the next
campaign hits.
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3rd Party risk intelligence

1st Party (self) risk intelligence

Quantitative analysis using FAIR

Cyber exposure detection with FocusTags

Vendor inventory & document storage
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Vendor collaboration using The Bridge

Al-Powered cyber asessments (/)

Custom cyber assessment frameworks (V)

Nth Party monitoring using supply chain
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Sanction, geo, & risk tags

o

Threat actor monitoring o

READY TO TAILOR A PACKAGE TO YOUR PROGRAM?
Learn more at: blackkite.com
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