% BLACKKITE
Black Kite Bridge™: Risk Response & Automation

Streamline Zero-Day response with one tool.

Compare traditional ways of reaching out to vendors to remediate Zero-Day events
and emerging vulnerabilities with Black Kite's all-in-one collaboration module.

Black Kite

Consolidate intelligence and vendor
communications in one tool for faster
and easier risk reduction.

Identify vulnerable vendors and
curate outreach list in 2 clicks.

No need for questionnaires.
Share susceptible assets
& FocusTag™ details.

Vendors respond directly
in the platform. You get
alerted immediately.

Fully integrated metrics
& audit trail.

Vendor ratings updated
immediately. Disputes are
reviewed later by Audit Team.

Entire Black Kite ecosystem
benefits from real-time
vendor outcomes.

GET PROACTIVE | GAIN CONTROL

Multiple Tools

Toggle between your separate risk
intelligence and Governance, Risk,
and Compliance (GRC) or Vendor Risk
Management (VRM) tools.

+ Identify vulnerable vendors
in intelligence tool.

+ Export list of vendors to GRC.

+ Create outreach list in GRC.

Manual Methods

Communicate and track risk
remediation using email
and spreadsheets.

+ Identify vulnerable vendors via
intelligence tool or manual methods.

+ Export list of vendors.

+ Create outreach list
in spreadsheet / email.

QUESTIONNAIRE MANAGEMENT

+ Write questions &
create questionnaire.

+ Send questionnaire to vendors
via GRC.

+ Check GRC for responses.

« Comment back and forth, on
questions not specific vulnerabilities.

+ Record communications in GRC.

* Write questions &
create questionnaire.

+ Send questionnaire to vendors
via email.

+ Check email for responses.

+ Email back-and-forth
to clarify exposure.

+ Download and save email responses
in an offline spreadsheet for records.

RESOLUTION MANAGEMENT

+ Encourage vendor to “claim” profile
in intelligence tool.

+ Vendor required to login and submit
dispute to close finding.

+ Wait for intelligence tool’s review &
approval, typically 5 business days.

« If approved, finding is closed
and rating may update.

No resolution.
Findings are never closed.
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Key Benefits

Reduce mean time Reduce mean time Reduce mean time

to identify to contact to remediate

Real-time & Higher vendor response  Tool consolidation

instant reporting rates due to rewards for Zero-Day response
& ecosystem effect (all-in-one)

See the Black Kite Black Kite Bridge™ for yourself with a :

About Black Kite cerproactive | cam controL.

Black Kite gives companies a comprehensive, real-time view into cyber third-party risk so they can make informed and proactive risk decisions
that help avoid business disruption, building resilience within their supply chain. With one-of-a-kind collaboration capabilities, companies can work
directly with their vendors to report, mitigate, and minimize risk, improving their own business resilience as well as their vendors’ organizations.

Through an automated process, and a combination of threat, business, and risk information, Black Kite provides cyber risk detection and response

capabilities that are accurate, fast, and transparent. Black Kite serves more than 3,000 customers in a wide range of industries and has received
numerous industry awards and recognition from customers.
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