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BLACK KITE Al:
TODAY & TOMORROW

Driving the Future of Third-Party
Cyber Risk Management

Attackers are moving faster than ever, leveraging the latest

advancements in Al to scale campaigns, adapt their techniques,

and exploit third-party ecosystems. To keep pace, security teams

need Al embedded into their Third-Party Cyber Risk Management

(TPCRM) programs, powering the technology they rely on to % ;ﬁ
secure their organizations.

Al built in, not bolted on

Black Kite was founded with a mission to provide security professionals with a complete and accurate
understanding of their cyber ecosystem risk. From day one, Al has been critical to achieving that mission.
We have continuously trained and refined our Al since inception, enabling us to deliver the speed, accuracy,

and transparency that sets us apart.
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Accelerate analysis Flag issues faster Automate manual tasks
Speeds up how we gather, Helps gather adversarial Automates tasks such as
process, and connect complex intelligence, analyze CVEs, and documentation parsing, populating
data. It is foundational to digital apply Focus Tags™, so teams can assessment criteria, and gap
foot printing and building rich act quickly and with confidence. analysis, paving the way for fully
organizational profiles. automated assessments.

An evolution of Black Kite Al: Black Kite Al Agent

With the release of Black Kite Al Agent, we're further exposing our Al capabilities directly to our users.
Powered by a network of sub agents, Black Kite Al Agent is a super agent that enables teams to more

efficiently investigate, assess, and report on third-party risk.

Fully embedded across the platform, users can ask questions in context of any page or use Black Kite's

pre-built blueprints to launch deep investigations, generate custom reports, and more.
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When a user asks a question et Repiestonseeety
or launches a blueprint, the "
appropriate sub agents are 8 ( A s
automatically called upon to | o
handle the task and get the
information the user needs.
Black Kite blueprints cover
key use cases, auto
generating prompts that are
easily customizable using

interactive dropdowns.

Core use cases

Q DEEP INVESTIGATIONS: Analyze vendor findings, score

changes, and breach impacts.

EXECUTIVE & BOARD REPORTING: Create custom reports

with charts, risk trends, and metrics.
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PROCUREMENT SUPPORT: Benchmark vendors

side-by-side to drive risk-based procurement decisions.

NAVIGATION GUIDANCE: Get instant answers,

tips, and best practices to maximize product utilization.
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x BUILD & SCALE TPCRM: Access expert advice
for TPCRM program design and growth.

more confident TPCRM decisions.”

CANDAN BOLUKBAS, CTO & FOUNDER, BLACK KITE
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Key features

BLACK KITE BLUEPRINTS: Launch
complex investigations instantly with

pre-built prompts.

TRUSTED DATA FOUNDATION:
Access Al outputs backed by the
industry’s most accurate risk

intelligence.

DIRECT ACCESS TO Al: Tap into the
same Al feature set that has powered

the Black Kite platform since inception.

AUTOMATED REPORTING: Generate
reports, board packages, and vendor

side-by-side benchmarks.

"Black Kite Al Agent brings the power of our Al directly to security teams, enabling them to
investigate, assess, and report on third-party risk faster and more accurately than ever before.

It transforms how teams work by combining automation and intelligence to help them make
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Powered by a network of sub agents designed to investigate,
assess, and report on third-party risk.
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ASSESSMENT AGENT DOCUMENT PARSER AGENT
Maps vendor controls to questionnaires, frameworks, Extracts insights from vendor documents (e.g.SOC 2, ISO, and
and regulations. policy documents).
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INCIDENT RESPONSE AGENT PRIORITIZATION AGENT
Analyzes vendor exposure to breaches, Zero Days, Ranks vendors by severity and business impact, highlighting the
and CVEs. most urgent cases.
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HOW-TO AGENT EXECUTIVE REPORTING AGENT
Delivers instant answers, navigation tips, and Creates reports and board packages with trends, metrics, and
best practices. I EGERENSES
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PROCUREMENT AGENT TPRM EXPERT AGENT
Benchmarks vendors with side-by-side Provides guidance on building and scaling programs (e.g.
risk comparisons. processes, team structure, R&RS).
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THREAT ACTOR INTELLIGENCE AGENT INVESTIGATION AGENT
Monitors the underbelly of the internet to map emerging threats Investigates findings, validates exposures, checks patch status,
to vulnerable vendors. and triggers rescans.
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\% Black Kite is a leading third-party cyber risk management
> platform trusted by thousands of customers to manage every

supplier and every risk across their extended ecosystem.

Customer

To learn more, visit: www.blackkite.com g
Irs!



